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1. TexHonorum n TpeboBaHUA

1.1. CepBep
Linux (Ubuntu 18.04+, Debian 10+) OnepauunoHHas cuctema
Nginx Beb-cepBep
PHP 8.1+ Asbik backend

PostgreSQL 14+ / MySQL 8+ / Percona | PensumnonHas CYB[ onsa xpaHeHus
8+ MHdopMauun

1.2. KnwueHT

JTrobon 6paysep akTyanbHon Bepcumn (Google Chrome, Mozilla Firefox, Yandex
Browser, Opera, Safari, Microsoft Edge) c nogaepxkon Javascript.

BepCTKa agarnTtuBHa n pa60TaeT KaK B OECKTOMNHbIX, TaK N B MOOUNbHBIX 6pay3epax.

BDigital CMS He 6yneT pabotaTb B 6pay3epe Internet Explorer nio6oin sepcuun.


https://nginx.org/ru/
https://www.php.net/
https://www.postgresql.org/

2. YcTaHOBKa

MO pacnpocTpaHsieTcs B BUAe roToBOro apxvea, cogepallero B cebe Bce
HeobxoauMble 3aBUCUMOCTU. VX 06HOBNEHME MOXHO OCYLLECTBNATL, UMes AOCTYN K

BHELLIHUM peno3nTopmndam C NOMOLLbIO Composer.

B nanbHenwem npegnonaraercs, 4TO y Bac yXXe MMeeTCs HaCTPOEHHbIN cepBep C
onepauunoHHon cuctemon Linux (Ubuntu, Debian, n 1.n.) ¢ ycTaHOBNEHHbIM NaKETHLIM

meHemkepom APT.

2.1. YcrtaHoBka PHP 8.1

[obGaBbTe peno3nTopum ¢ aKTyallbHbIMU obHoBREHNAMMU:

sudo add-apt-repository ppa:ondrej/php

YctaHosute PHP co Bcemu HeobxogmmbiMu ans paboTbl nakeTamu:

sudo apt install php8.1 php8.1-common php8.1-cli php8.1-fpm php8.1-gd
php8.1-mbstring php8.1-curl php8.1-xml php8.1-zip php8.1-bcmath

php8.1-intl

B 3aBucumocTtn ot ncnonsdyemon CYB[l yctaHoBUTE pacLUMpeHuns:

(Mllsudo apt install php8.1-pgsqlihERsleRite[-NI0]R
[ Jllsudo apt install php8.1-mysqliahERVISIe]RECIe) F]

2.2. YctaHoBKa n Hactpounka Nginx

YctaHosute Nginx n TekcToBbIn pegaktop Nano (Mnn BOCNONb3ynTeCh CyLLECTBYHOLWUM
penakTopom):

sudo apt install nginx nano

CosganTe dann ¢ HaCTPOMKON (MMS dharna MOXET ObITb JHOObIM):

sudo nano /etc/nginx/sites-available/example.com.conf

N poGaBbTe Tyoa cogepXXumoe criedytoLlero Bmaa:



server {
listen

root /var/www/web/example/public;
index index.html index.htm index.php;

server_name example . com,

location / {
try files $uri $uri/ /index.php?$query string;
}

location ~ /\.ht {
deny all;

}

location ~ \.php$ {
include /etc/nginx/fastcgi_params;
fastcgi_index index.php;
fastcgi pass unix:/run/php/php8.1-fpm.sock;
fastcgi param SCRIPT_FILENAME
$document_root$fastcgi script_name;
fastcgi param SCRIPT_NAME $fastcgi script name;

}

access_log /var/log/nginx/example.com_access.log;
error_log /var/log/nginx/example.com_error.log;

O6paTtute BHMMaHue, YTO KOPHEBOW OOSMKHA ABNATLCA nognanka public.

Cpoenante cuMnuHK B aupekTtopuio /etc/nginx/sites-enabled/:

sudo 1ln -s /etc/nginx/sites-available/example.com.conf
/etc/nginx/sites-enabled/

Mepesarpyaute Nginx ona npMeHeHUst USMEeHEHUMI:

sudo service nginx restart




2.3. YcraHoBKa un HacTpouka PostgreSQL unun MySQL

M3-3a 6onbLIOro KonmMyecTsa BapMaHTOB yCTaHOBKM U HacTponkn CYB[, onncaHue
AaHHOro npoLecca BbIXOAUT 3a paMKu AaHHOW JOKYMeHTauun. Bel MoxeTe
BOCMNOSIb30BaTLCS CreayowmnuMmn pecypcamu:

e PostgreSQL:

https://mcs.mail.ru/docs/additionals/cases/cases-db-config/case-psql-create
e MySQL vnu Percona:

https://mcs.mail.ru/docs/additionals/cases/cases-db-config/case-mysql-create

24. W3BneyeHune apxuBa c 10 B ueneByro ANPEKTOPUIO

B nyHkTe 2.2 (YcTtaHoBka Nginx) N0 yMON4YaHUIO HAaCTPONKu Bbinn Ana gupektopum
Ivar/lwww/web/example/, nanee ana HarNsAHOCTW UueneBas agupekTopus dyaet
o603HavyaTbCa WwabnoHom <dir>.

ApxuB MOXHO 3arpy3nTtb no FTP unu SFTP, nnbo ckavaTtb Mo NpsAMON CCbifike (CCbINKy
Ha CKayvMBaHWe MOXHO MOMyYnTb Y MeHeKepa KOMMnaHum).

cd <dir> && wget <ccbinka_Ha_apxmB>/cms.zip

PacnakyiiTe apxvB ¢ nocrneayrLwum yaaneHneMm:

sudo apt install unzip && unzip cms.zip && rm cms.zip

2.5. 3anyck ckpunTta ycCTaHOBKU

php setup.php

3Ha4veHve B KBaapaTHbIX ckobKax siBnsieTcs 3Ha4eHneM no yMOIn4aHu1io, OO0CTaToO4YHO
MPOCTO Ha>XNMaTb Enter ans ero NnPUMEeHeHNA. B cny4vyae HeO6XOLI,I/IMOCTI/I BBOOaA
onpeaeneHHbIX 3Ha4YeHN, 3Ha4YeHne no YMON4YaHNO yKa3blBae€TCA B BEPXHEM pEerncTpe.

CHayana HeobGXxo4MMO yKasaTb XOCT (QOMEHHOE UMs1) canTa.

Enter application host example.com

3arem HeobxoaMMOo ykasaTb BHYTPEHHEE Ha3BaHME canTa. OTO HeOOXo0ANMO B crnyyae
pa3MeLLeHNst HECKOMbKUX CanTOB B OOHOM KOHType. Mo ymonyaHuio Heobxogmmo

()]


https://mcs.mail.ru/docs/additionals/cases/cases-db-config/case-psql-create
https://mcs.mail.ru/docs/additionals/cases/cases-db-config/case-mysql-create

ncnonb3oBaTtb 3HadyeHne default (Bce nepBuYHbIE HACTPONKN M LWIABNOHBI YKa3aHbl
UMeHHo Ans canTa default).

Enter application name

3areM CKpuNnT NpeasioXMT HAaCTPOUTL OKpYXeHne ansa production (rotoBoro canTa, K
KOTOpOMY MMEIOT A0CTYN BCe nonb3oartenu). [inga production HacTpameaeTcs
KSLLMpOBaHME 1 OTKMYaeTcs nogpobHoe oTobpaxkeHne owmnbok.

Setup environment for the production?

HacTpouiku okpyxeHus B BDigital CMS mMoryT xpaHuUTbCsl BO BHYTPEHHEN CTPYKTYpe
nanok B OTAEeNbHbIX KOH(UrypaunoHHbix annax (.local.php), nmbo B channax .env,
pa3MeLLeHHbIX B KOPHE.

Store config in .env file instead of .local files?

[lanee nponcxoant HaAcCTporika coeanHeHnsa ¢ 6a3on AaHHbIX. YKaXnte HaCcTPOMKK B
3aBMCUMOCTHU OT ucnonb3dyemon CYB/[.

Configuring "default" connection...

Driver pg

[nsa Beibopa PostgreSQL moxHO npocTto HaxaTb Enter, nn6o BBectn pgsql, pg nnm
postgres.

Ykaxute xocT unu ip-agpec ncnonsdyemon CYB[.

YKaxute nMms nonb3oBaterns 1 ero naporb.

Username username

Password password

YKkaxute HasBaHue VICI'IOJ'Ib3yeMOIZ 0a3bl AaHHbIX.
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https://github.com/vlucas/phpdotenv

MopT ansa coeguHenus ¢ CYBM.

3aTtem Ha akpaHe OyayT oToGpakeHbl BCe yKasaHHble paHee HaCTPOMKM C
npeanoXXeHMeM NOATBEPAUTb UX NPaBUIbHOCTb.

[driver] => pgsql
[host] => localhost
[username] => username
[password] => password

[dbname] => database
[port] => 5432

Are these settings correct?

Mocne nogreepxXaeHunA 6y,u,eT npoun3dBeneHa Ha4valribHas HaCTpOIZKa canta (MMFpaLl,I/IFI
0asbl AaHHbIX U 3aNofIHEHNE TECTOBbIMU AaHHbIMM, reHepaunsa Kaa u T.I'I.).

Updating applications

DEFAULT ...

2.6. YcraHoBka Composer *

* MeHepxep naketoB Composer ycTaHaBnNMBaeTCs OnuMoHanbHO Ans nocneayroLwen
BO3MOXHOCTW OOHOBIEHUsA 3aBucumocTen n komrnoHeHTos 0.

ﬂ,OKyMeHTaLI,VIFI no pas3nn4yHbIM BapaHTaM YyCTaHOBKU Composer COOEepXNTCA Ha

odmymnanbHom cante: https://getcomposer.org/download/. Hnxe 6yaet npuseaeH
npumMep nokanbHOM ycTaHOBKWU. [pegnonaraeTcs, YTo Bbl HAXOOMTECH B ANPEKTOPUN,

copgepxatten dpannsbl MO (<dir> n3 npeablAyLWwWmx Waros).

wget https://getcomposer.org/download/2.6.2/composer.phar && sudo mv

composer.phar /usr/local/bin/composer

lMocne yka3aHHbIX 4ENCTBUIN MOXHO BbINOSMHATL KOMaHAY [defi[oJo =g sleEds AN
ODHOBIEeHus.


https://getcomposer.org/
https://getcomposer.org/download/

3. Hactpouka Cron

Cron (Command Run ON) — cuctema ans aBToMatnyecKkoro 3arnycka nporpaMmm v
CKpPUMNTOB Ha cepBepe B onpeaenéHHoe Bpems.

Cron (NNaHMpOBLUUK) MCMONb3yeTcsa ANA OTNOXEeHHOM nybrnvkaumm 3anucen,
OOHOBIEHMS KaLla U 04UCTKN Mycopa B B/I.

BbinonHuTte crnenytoLlyto KomaHay ans nobasneHns HOBOro 3agaHus:

crontab -e

[obGaBbTe crneayoLyto 3an1cb B KOHeL, hanna:

¥ x x * * Jusr/bin/php8.1 /var/www/web/example/index.php -a=default

-r=cron -u=1 1>> /dev/null 2>&1

PaclunpoBka nepeMeHHbIX:

Ivarlwww/web/example/ MyTb oo nankn ¢ CMS n3 KoHurypaumm
Nginx
-a=default HaseaHue canTa, KoTopoe 6bI110

HacTpoeHo B setup.php

-u=1 ID nonb3oBaTtens B 6a3e ¢ npaBamu
agMuHucTpartopa

3apava Gynet nobaeneHa B ouepedb aBTOMaTUYECKU NOCIE COXpaHeHus ganna.

B pesynbraTe BbileykazaHHon onepaumm Cron ByaeTt kaxayto MUHYTY obpalyaTbes K
CanTy, @ HEMOCPEACTBEHHOE BbIMOMTHEHNE 3aniaHNPOBaHHbIX 3adad byaet
ocywecTBnsaTe cama CMS.



4. OOHoOBReHue

O6HoBneHune MO mMoxeT 6bITb OCyLLECTBNEHO 2-MA cnocobamu. Bce cebinku Ha apXumBbl
MOXHO NOMyYnUTb Y MEeHeaXepa KomnaHun. MNMonHoCcTbLI0 aBToMatnydeckoe obHOBNEHME
He NpeayCcMOTPEHO.

4.1 Py4yHoe o6HOBNEHne

[ns ocyuwecTBneHns py4Horo o6HoBNeHNs He06X0aMMO MOSTYYUTb CCbINIKY Ha apXumB,
cogepxawmmn Becb kog MO un ero 3asucumocTtn Buaa https://bionika.digital/.../cms.zip

3aTeM B KOHCOMM B Narnke ¢ pannamm BbINOSHWUTL CreayroLLyo KOMaHAY:

wget && unzip -o cms.zip && rm

cms.zip

[Mocne 3aBeplieHns onepawmm nponssectn murpauuio b n nepecbopky kaua
KoMaHaown:

php cli -a= -Cc -m --cache

loe default - uma Bawero npunoxeHus.

4.2 NMonyaBTOMaTn4yeckoe o6HoBMNeHUe
[ns nonyasTomMaTnyeckoro 06HoBNeHNs HeOBXOANMO MOMYYNTb CChISIKY Ha apXumB,
cogepxawmm Tonbko kog MO 6e3 BKNOYEHHbIX 3aBUCMMOCTEN BMaA
https://.../Iprototype-master.zip, a Takke NorMH 1 Naponbe Ansa OCTyna kK cucteme

KOHTPONS BEPCUN.

3areM B KOHCOMM B narike ¢ pannamm BbINOMHUTE CriegyoLLyto KoMaHay:

wget && unzip -o
prototype-master.zip && mv prototype-master/* . && rm -Rf

prototype-master/ && rm prototype-master.zip

lMocne 3aBepLueHns onepalmm HeobxoaMmMo NPon3BecTn 06HOBNEHME 3aBUCUMOCTEWN,
murpaumto Bl n nepecbopky Kalla ¢ NOMOLLLI0 composer KOMaHLOW:

composer install --no-dev



5. MCﬂOﬂb3yeMble OMONMOTEKU U KOMNOHEHTDI

5.1. Backend

5.1.1.  https://github.com/adhocore/php-jwt - Ultra lightweight JSON web
token (JWT) library for PHPS5.5+.

5.1.2. hitps://github.com/asika32764/php-autolink - Auto convert url to link
anchor.

5.1.3. hitps://github.com/wikimedia/less.php - PHP port of the Javascript
version of LESS http://lesscss.org (Originally maintained by Josh
Schmidt)

5.1.4. hitps://github.com/bocharsky-bw/Arrayzy - A native PHP arrays
easy manipulation library in OOP way.

5.1.5. https://github.com/box/spout - PHP Library to read and write
spreadsheet files (CSV, XLSX and ODS), in a fast and scalable
way

5.1.6. https://github.com/brick/varexporter - A powerful alternative to
var_export(), which can export closures and objects without
__set_state()

5.1.7.  https://github.com/caxy/php-htmldiff - A library for comparing two
HTML files/snippets and highlighting the differences using simple
HTML.

5.1.8. https://github.com/centrifugal/phpcent - PHP library to
communicate with Centrifugo HTTP API

5.1.9. hitps://github.com/claviska/Simplelmage - A PHP class that makes
working with images as simple as possible.

5.1.10. hitps://qgithub.com/cocur/background-process - Start processes in
the background that continue running when the PHP process
exists.

5.1.11. https://github.com/crazycodr/standard-exceptions - This project is
aimed at providing additional standard exceptions to php.

5.1.12. https://github.com/danielstjules/Stringy - A string manipulation
library with multibyte support

5.1.13.  https://github.com/darkfriend/php7-xml - PHP7 library for
encode/decode xml

5.1.14. https://qgithub.com/davidbarratt tom-installer - Install custom
types into custom locations

5.1.15.  https://github.com/digitalnature/php-ref - A nicer print_r/var_dump
alternative for PHP 5.3+

5.1.16. https://qgithub.com/erusev/parsedown - Parser for Markdown.

5.1.17. https://github.com/FakerPHP/Faker - Faker is a PHP library that

generates fake data for you.
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https://github.com/adhocore/php-jwt
https://github.com/asika32764/php-autolink
https://github.com/wikimedia/less.php
https://github.com/bocharsky-bw/Arrayzy
https://github.com/box/spout
https://github.com/brick/varexporter
https://github.com/caxy/php-htmldiff
https://github.com/centrifugal/phpcent
https://github.com/claviska/SimpleImage
https://github.com/cocur/background-process
https://github.com/crazycodr/standard-exceptions
https://github.com/danielstjules/Stringy
https://github.com/darkfriend/php7-xml
https://github.com/davidbarratt/custom-installer
https://github.com/digitalnature/php-ref
https://github.com/erusev/parsedown
https://github.com/FakerPHP/Faker

5.1.18.

5.1.19.

5.1.20.

5.1.21.

5.1.22.

5.1.23.

5.1.24.

5.1.25.

5.1.26.

5.1.27.

5.1.28.

5.1.29.

5.1.30.

5.1.31.

5.1.32.

5.1.33.

5.1.34.
5.1.35.

5.1.36.

5.1.37.

5.1.38.

https://github.com/FoolCode/SphinxQL-Query-Builder - A PHP
query builder for SphinxQL. Uses MySQLi to connect to the Sphinx

server.
https://github.com/quzzle/quzzle - Guzzle is a PHP HTTP client
library

https://github.com/vinkla/hashids - Generate short, unique,
non-sequential ids (like YouTube and Bitly) from numbers

https://github.com/IcyApril/CryptoLib - CryptoLib: secure, free &
open-source PHP cryptography library for everyone.

https://github.com/ihor/Cachalot - Cache a lot in a proper way
(APC, XCache, Memcached, Redis, Couchbase)
https://github.com/j4mie/idiorm - A lightweight
nearly-zero-configuration object-relational mapper and fluent query
builder for PHPS

https://github.com/jasonlewis/expressive-date - A fluent extension
to PHPs DateTime class.

https://github.com/kevinlebrun/colors.php - Colors for PHP CLI
scripts
https://qithub.com/kint-php/kint - Kint - debugging tool for PHP
developers

.com/thephpl fl m-sftp - SFTP filesystem
adapter for Flysystem.
https://github.com/matthiasmullie/minify - CSS & JavaScript
minifier, in PHP. Removes whitespace, strips comments, combines
files
https://github.com/mk-j/PHP_XLSXWriter - PHP Library to write
XLSX files
hitps://github.com/serbanghita/Mobile-Detect - Mobile Detect is a
lightweight PHP class for detecting mobile devices.
https://github.com/moneyphp/money - PHP implementation of
Fowler's Money pattern
https://qithub.com/Seldaek/monolog - Sends your logs to files,
sockets, inboxes, databases and various web services
https://github.com/mpdf/mpdf - PHP library generating PDF files
from UTF-8 encoded HTML

https://qithub.com/mpdf/grcode - QR code generator for mPDF
https://github.com/bobthecow/mustache.php - A Mustache
implementation in PHP.

https://github.com/myclabs/DeepCopy - Create deep copies
(clones) of your objects

https://github.com/nette/php-generator - Nette PHP Generator:
generates neat PHP code for you
https://github.com/nikic/PHP-Parser - A PHP parser written in PHP
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https://github.com/jasonlewis/expressive-date
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https://github.com/matthiasmullie/minify
https://github.com/mk-j/PHP_XLSXWriter
https://github.com/serbanghita/Mobile-Detect
https://github.com/moneyphp/money
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https://github.com/nikic/PHP-Parser

5.2.

5.1.39.

5.1.40.

5.1.41.

5.1.42.

5.1.43.

5.1.44.

5.1.45.

5.1.46.

5.1.47.

5.1.48.

5.1.49.

5.1.50.

5.1.51.

5.1.52.
5.1.53.

5.1.54.

5.1.55.

https://github.com/nullivex/lib-array2xml - Array2XML conversion
library credit to lalit.org

https://github.com/opis/closure - A library that can be used to
serialize closures (anonymous functions) and arbitrary objects.
https://github.com/paragonie/random_compat - PHP 5.x polyfill for
random_bytes() and random_int() from PHP 7
https://github.com/peppeocchi/php-cron-scheduler - PHP Cron Job
Scheduler

https://github.com/PHPMailer/PHPMailer - PHPMailer is a
full-featured email creation and transfer class for PHP
https://github.com/phpseclib/phpseclib - PHP Secure
Communications Library - Pure-PHP implementations of RSA,
AES, SSH2, SFTP, X.509 etc.

https://github.com/sebastianbergmann/phpunit - The PHP Unit
Testing framework.

https://github.com/cakephp/phinx - Phinx makes it ridiculously easy
to manage the database migrations for your PHP app.
https://github.com/Setasign/FPDI - FPDI is a collection of PHP
classes facilitating developers to read pages from existing PDF
documents

https://github.com/tedi - The place to keep your
cache

https://github.com/tdlib/telegram-bot-api - PHP Wrapper for
Telegram Bot API
https://qithub.com/tijsverkoyen/CssTolnlineStyles -
CssTolnlineStyles is a class that enables you to convert
HTML-pagesffiles into HTML-pages/files with inline styles.
https://github.com/viucas/phpdotenv - Loads environment variables
from “.env’ to "getenv()’, '$_ENV" and "$_SERVER" automagically.
https://github.com/voku/HtmIMin - HTML Compressor and Minifier

https://github.com/voku/simple_html_dom - Simple HTML DOM
package.

https://qithub.com/yoomoney/yookassa-sdk-php - This is a
developer tool for integration with YooMoney
https://github.com/zordius/lightncandy - An extremely fast PHP
implementation of handlebars ( http://handlebarsjs.com/ ) and
mustache ( http://mustache.github.io/ ).

Frontend

5.2.1.
5.2.2.
5.2.3.
5.2.4.

https://aithub.com/mateuszkocz/3l

https://github.com/animate-css/animate.css
https://github.com/blueimp/jQuery-File-Upload
https://github.com/centrifugal/centrifuge

12


https://github.com/nullivex/lib-array2xml
https://github.com/opis/closure
https://github.com/paragonie/random_compat
https://github.com/peppeocchi/php-cron-scheduler
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https://github.com/phpseclib/phpseclib
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https://github.com/tedious/Stash
https://github.com/tdlib/telegram-bot-api
https://github.com/tijsverkoyen/CssToInlineStyles
https://github.com/vlucas/phpdotenv
https://github.com/voku/HtmlMin
https://github.com/voku/simple_html_dom
https://github.com/yoomoney/yookassa-sdk-php
https://github.com/zordius/lightncandy
https://github.com/mateuszkocz/3l
https://github.com/animate-css/animate.css
https://github.com/blueimp/jQuery-File-Upload
https://github.com/centrifugal/centrifuge

5.2.5.

5.2.6.

5.2.7.

5.2.8.

5.2.9.
5.2.10.
5.2.11.
5.2.12.
5.2.13.
5.2.14.
5.2.15.
5.2.16.
5.2.17.
5.2.18.
5.2.19.
5.2.20.
5.2.21.
5.2.22.
5.2.23.
5.2.24.
5.2.25.
5.2.26.
5.2.27.
5.2.28.
5.2.29.
5.2.30.
5.2.31.
5.2.32.
5.2.33.

https://qgithub.com/chartist-js/chartist

https://github.com/jackmoore/colorbox
https://github.com/fengyuanchen/cropperijs

https://qgithub.com/Mikhus/domurl
https://qgithub.com/Studio-42/elFinder

https://www.npmjs.com/package/ev-emitter
https://qgithub.com/fomantic/Fomantic-Ul
https://qgithub.com/headjs/headjs
https://github.com/desandro/imagesloaded

https://qgithub.com/jquery/jquery
https://qithub.com/jquery-form/form

https://www.npmjs.com/package/js-cookie
https://github.com/vakata/jstr
https://qgithub.com/aFarkas/lazysizes
https://www.npmjs.com/package/moment
https://github.com/needim/noty

https://www.npmjs.com/package/rangeslider-js

https://www.npmjs.com/package/sockjs-client

https://github.com/tinymce/tinymce
https://github.com/buunguyen/topbar
https://github.com/alpinejs/alpin
https://www.npmjs.com/package/downloadijs
https://github.com/onury/geolocator
https://github.com/uNmAnNeR/imaskjs

https://github.com/metafizzy/infinite-scroll
https://github.com/hilios/jQuery.countdown

https://github.com/hgoebl/mobile-detect.js
https://qgithub.com/marcuswestin/store.js

https://qgithub.com/elbywan/wretch
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